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Overview of Lesson 

• Introduction 
• Writing a Trouble Ticket (TT) 
• Documenting Changes 
• Problem Resolution 
•	 Preparing a TT Telecon and Processing a TT 

through the Failure Review Board 
• Making Emergency Fixes 

– Help Desk  Triage Team 

• Practi cal  Exercises 
– Writing a Trouble Ticket 
– Documenti ng TT Changes 
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Objectives 

• OVERALL: 
–	 Develop pr ofic iency  in trouble ticketing a nd 

problem resolution procedu res 
• SPECIFIC: 

– Submi t a trouble ti cket (TT) 
– Make changes to an exi sting TT 
–	 Descri be the step s in the r outi ne problem 

resolution process 
–	 Descri be the step s in prepari ng a TT Telecon and 

proc essi ng a TT through the Fai lure Revie w Board 
– Descri be the process of making emer gency fixes 

• STANDARD: 
–	 Mission O peration Proced ures for  the ECS Project 

611-CD-004-004 
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Importance 

• All internal users of ECS are affected 
•	 If a problem occurs with ECS hardware, software, 

documentation, or procedur es, it is necessary to 
apply problem management tools and procedures 
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Writin g a Trouble Ticket (TT) 

• Electronic document for: 
– Repor ting /recording problems 
– Recording an idea for a system enh ancement 

•	 Problems affect the following ECS 
components: 
– hardware 
– softw are 
– technical documents 
– procedures 
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Writin g a Trouble Ticket (Cont.) 

• TTs are submitted by... 
– user s in the  sci ence c ommunity 
– ECS operators/staff 
– ECS developer s 

•	 Trouble Ticket states: 
– open 
– clos ed 
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Writin g a Trouble Ticket (Cont.) 

•	 If a configuration change is required, a 
Configuration Change Request (CCR) is prepared. 
–	 provides documentation fo r the configur ation 

manag ement process 
–	 a TT leads to a CCR onl y when a conf igurat ion cha nge is 

proposed 
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Writin g a Trouble Ticket (Cont.) 

•	 ECS Trouble Ticketing System provides a 
consistent means of… 
– reporting ECS pr ob lems 
– classifying problems 
– tracking the occurr ence and resolution of problems 
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Writin g a Trouble Ticket (Cont.) 

• Trouble Ticketing System 
– manag ed by Remedy’s Action Request System 
– prov ides G raphical  User Inter face (GUI) 
– provides a common entr y format 
– stores TTs 
– retr ieves TTs 
– transfers TTs between facilities 
– produces r eports 
– provides e-m ail inter face (auto matic notificati on) 
– provides app lication pr ogrammi ng interface 
– provides summary information to SMC 
– defines  TT “l ife cy cle” 
– allows customized escal ation and action rules 

9 
625-CD-003-002 



Writin g a Trouble Ticket (Cont.) 

•	 Trouble Ticketing System - m ethods of 
submitting TTs or checking TT status: 
– Remedy (Action Request System ) 
– custom hypertext markup language (HTML) documents 
– text e-mail templ ate 
–	 contacting a User Services representative at one of the 

DAACs 
• by teleph one 
• in  perso n 
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Writin g a Trouble Ticket (Cont.) 

• User Services - Cont act Log 
–	 separate Remedy schema (GUI) for r ecor ding user 

contacts 
–	 cli cking a button transfers data fr om the contact l og to 

the appr opriate fields on a trouble ticket form 
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Writin g a Trouble Ticket (Cont.) 

• Writing/Submitting Trouble Tickets 
– external user s 

• HTML documents 
• e-mail  temp late 
• contacting  User Services 

– inter nal oper ators and user s 
• Remedy Acti on Request System 
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Writin g a Trouble Ticket (Cont.) 

• TTs are handled electronically 
– common dis tributed-acc ess database  sys tem 
– Remedy is the database tool 

•	 Supporting documentation must be handled 
separately 
– not possible to attach a file i n Remedy 
– via e-mai l to th e TT database admi nistrator 
– sendi ng/giving it to the TT data base administr ator 

• SMC Confi guration  Management (CM) Administrato r 
•	 SEO Operati ons Read iness and Performance 

Assurance Analyst 
•	 DAAC Op eration s Readin ess and Performan ce 

Assurance Analyst 
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Writin g a Trouble Ticket (Cont.): 
Procedure 

• Access Remedy User  Tool 
– Follow  procedure to access Remedy 

• Log in if first-time user 
• Select Rel B-Trou ble Ticket s Schema 

– File menu 
– Open Schema 

• Select Open Submit 
– File menu 
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Writin g a Trouble Ticket (Cont.): 
Release B Tr ouble Tickets Schema 
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Writin g a Trouble Ticket (Cont.): 
“Open Schema”  Window 
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Writin g a Trouble Ticket (Cont.): 
Trouble Ticket “Submit” W indow 
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Writin g a Trouble Ticket (Cont.): 
Procedure 

• Type a short description of the problem 
– Short Description fiel d 

• Fill in Submitter ID 
– Submit ter ID field 
– Use pick-l ist 

• Select Submitter Impact 
– High, M edium or  Low 
– Optional 
– Low  is default 
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Writin g a Trouble Ticket (Cont.) 

• Fill in optiona l data: 
– Long Description 
– Softw are Resource 
– Hardware Resource 

• Verify da ta 
• Submit the TT 

– cli ck on the Apply button 
– confirm ation message appear s at bottom of w indo w 
– Remedy al so send s confirmation by e-mail 
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Writin g a Trouble Ticket (Cont.) 

• Exit from the Remedy Action Request System 
– Dismiss button 
– File menu 

•	 Send backup information/documentation to the 
TT database administrator 
– send e-mail cover  message 

• identify TT  number 
• provid e Submitter ID 
• include relevant info rmation  concern ing  attachments 
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Documentin g Changes 

•	 Trouble tickets are modified at various 
stages of problem resolution, for exam ple: 
– assignment to a technician for  problem resolution 
– resolution log entr ies 
– change s of status 
– forw arding to  anoth er site 

• Access privileges 
– controll ed by the database administr ator 
–	 deter mine w hich TT fields an operator /user  may 

modify 
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Documentin g Changes (Cont.): 
Reviewin g and Modifyin g Open TTs 

• Access Remedy User  Tool 
– Follow  procedure to access Remedy 

• Select Rel B-Trou ble Ticket s Schema 
– File menu 
– Open Schema 

• List TTs 
– Query me nu 
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Documentin g Changes (Cont.): 
Trouble Ticket “Query List” Window 
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Documentin g Changes (Cont.): 
Reviewin g and Modifyin g Open TTs 

•	 Highlight/select the TT to be 
reviewed/m odified 

• Select Modify Individual 
– Query me nu 

• Review/Modify TT fields 
• If forwar ding the TT: 

– set Ticket Status a t Forwarded 
–	 select (from pi ck-lis t) the c enter to r eceive 

the TT 
– cli ck on the Forward button 
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Documentin g Changes (Cont.): 
Reviewin g and Modifyin g Open TTs 

• Apply changes 
– cli ck on the Apply button 

•	 Exit from the Remedy Action Request 
System 
– Dismiss button 
– File menu 
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Problem Resolution 

• Overview of Problem  Resolution 
–	 Every trouble ticket (TT) is logg ed into the Rem edy 

databas e for rec ord-keepi ng pur poses 
– Each TT is  evaluated fir st at the loc al center 

• determin e the severi ty of th e probl em 
•	 assig n on-site respo nsibi lity fo r investi gating  the 

prob lem 

–	 TTs that c an be r esolv ed loca lly a re assigned and 
trac ked at the loca l center 
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Problem Resolution (Cont.) 

• Overview of Problem  Resolution (Cont.) 
–	 Matters of sufficient importan ce are escalated to 

the age nda of the trouble ticket tel econfer ence 
(“TT Telecon”) 

•	 spon sored by the Su stain ing  Engineeri ng 
Organization (SEO) 

• held  weekl y 
•	 fun ctions as the ECS F ailure/Malfun cti on Review 

Boar d (FRB) 
•	 participants d iscu ss h igh -priority T Ts and coordin ate 

TT acti vi ties with in the Maintenance and Operati ons 
(M&O) organization  as well as with develo pmen t, 
customer, and user organi zations 
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Problem Resolution (Cont.) 

•	 Operations Supervisor r eviews TTs and 
assigns priorities by triage 

• Triage system of maintenance priorities 
–	 system for a ssessing a dver se effects on 

mis sion succ ess on the basi s of the 
follow ing factors: 

• scope of the problem ’s effects (impac t) 
• freq uency of o ccurren ce 
• avail abili ty of an adequate work-arou nd 
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Problem Resolution (Cont.) 

• Classification of Problems 
– Performance Assurance Categories 

•	 1: system/service cann ot p erform cri tical 
fun ction or impo ses maj or safety hazard  (“Red 
Flag”) 

• 2: system/service substan tially i mpaired 
• 3: system/service sl igh tly impaired 

– SEO Prioriti es 
• 4: nuisance probl em 
• 5: clo sed probl em 
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Problem Resolution (Cont.) 

• Red Flag reports (Category-1) 
–	 malfunctions “i nvolving the command and 

control functions of the FOS or  those that can 
result in inability to pro duce, or irretrievable 
loss of Essential Data Products” 
(Performan ce Assuran ce Requirements) 
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Problem Resolution (Cont.) 

• Remedy prior ity codes 
– high 
– medium 
– low 

•	 Priorities are assigned by the Operations 
Supervisor 
– using the tr iage syste m 

•	 Priorities are maintained by the Configur ation 
Management (CM) Administrator 
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Problem Resolution (Cont.) 

•	 Category-1 problem s receive a high 
priority rating 
– are escalated to the attention of the FRB 
–	 require both G overnment and Con tractor 

Project Manager app roval  for  final close-out 

•	 Category-2 problem s are assigned a 
medium priority rating 
–	 resolved by the local Tr ouble Ticket Review 

Boar d (TTRB) 
–	 resolution is sent to the attention of the FRB 

for “advi ce and acknow ledgm ent” 
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Problem Resolution (Cont.) 

•	 Remaining types of problem s are 
assigned TT priorities at the discretion 
of the Operations Supervisor 

•	 Medium- and low-priority trouble tickets 
can often be handled locally 
– unles s they a ffect more  than one si te 

•	 Proble ms tha t affect multiple  site s are 
forwarded to the System Monitoring and 
Coordination Center (SMC) 
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Problem Resolution (Cont.) 

• TT Review Board (local) 
–	 may suggest, comment, r eject, approve or 

recommend other  actions 
–	 gener ates a CCR if the problem involves a 

configurati on change 
•	 prob lem is entered into  the Chang e Request Manager 

and directed throug h th e config urati on managemen t 
process 

–	 issues i mplementing instr uctions if a local problem 
involves no confi guration chan ge 

–	 orders the closur e of problems that have been 
cor rected and w hose fix es have been verified 
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Problem Resolution (Cont.) 

• Failure/Ma lfunc tion R eview Board (FRB) 
– meets via “TT Telecon” 
– review s high-pr iority  TTs (Categor y 1) 
–	 acknow ledges TTRB response to Category 2 

problems 
–	 coor dinates TT activities w ithin M&O and w ith 

development, cus tomer and user 
organ izations 
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Problem Resolution (Cont.) 
Problem Mana gement Concept Pt. I 

Trouble T icket A ssessm ent 
Ops Sup ervis or/Resou rce Manager 

6 

– Reviews problem, impacts 
– Assigns Ops priority and org responsible for 

investigation and resolution (Fields controlled 
by Ops Supervisor only) 

– Changes TT status to “Assigned” 
– Forwards to assign Site Org (e.g., Ops, Maint 

Engr, User Services) 
– Reviews/modifies information 
– Distribution List (based on priority & problem 

type, auto-selected from multi-list DB) 

All Sites Not ified 
SMC, DAACs , EOC, EDF 
7 

– Review, respond with 
pertinent information, 
impacts 

Proble m Identifie d 
Operator /User 

1 

– May be H/W, S/W, or 
procedural 

– User notifies User Services 
or 

– Operator encounters problem 

Proble m Docume nted 
User Serv ices/Operator/Us er 

2 

– Describes problem, circumstances, 
ops impacts and any immediate 
actions on Trouble Ticket (TT) 
electronic form 

– Forwards to Ops Supervisor 

Start 

TT Logg ed, Numbered 
Site CMO 

5 

– TT assigned number and logged 
in TT Master Database (DB) with 
status “New,” administered, 
monitored, and reported by Site 
Configuration Management Office 
(CMO) 

Rapid 
response r equir ed 

(e.g., Loss of operationa l 
capabil ity in crit ical 
oper ational per iod, 

DAAC cannot 
repair) 

? 

3 
Yes 

No 

Call Help D esk 
Ops Sup ervis or 

4 

– Call 1-800-ECS-DATA 
– Support assigned 

developer personnel in 
troubleshooting and 
fault isolation 

EndTT DB Update 
Ops Sup ervis or/PI 

8 

– Update information to CMA 
TT Master DB 

– Info copies distributed 
automatically on and off site 

Problem Investig ation 
Assi gned Site Org/Ind ividu al (PI) 

9 

– Org assigns individual as PI (Problem Investigator); PI 
name and contact info transmitted to CMA for TT 
Master update and distribution 

– Analyzes problem to determine cause, internal/external 
impacts, ops workarounds, fix/resolution in consultation 
with vendors, developers, other orgs 

– Updates TT with analysis data and proposed resolution 
(e.g., system operating per design spec.; recommended 
enhancement is ____; proposed CCR attached) 

– Changes TT status to “Solution Proposed” and forwards 
to site CMA 

a 



Problem Resolution (Cont.) 
Problem Mana gement Concept Pt. II 

Yes 

a 

Trouble T icket A djudic ation 
TT Review  Board (TTRB) cha ired b y Site Sys.  Engr. M gr. 
10 

Reviews and adjudicates, e.g.: 
– Approves closure/further action assignment 
– Approves related CCR for submittal to CM process 
– Approves reassignment of action off-site 
– Site CMA closes or forwards 

TTRB Suppor t/TT Update 
Site CM Admi nistrato r (CMA) 

11 

– Support TTRB (Agenda, 
Minutes) 

– Notify distribution of TTRB 
updates; update Master TT 

Propos ed 
change a ffects 
configur ation

contr olled 
item(s) 

? 

12 
Yes 

No 

Configur ation Mgmt 
Site CCB - chaired by Site Mgr 
14 

– Reviews CCR 
– Rejects or approves for site 

implementation and/or 
forwards to higher level CCB 

Syst em 
orxext ernal 
elements 
involve d 

? 

15 
No 

CCB Supp ort 
Site CMO 

13 

– Distributes CCR for 
Pre-CCB Review 

Site Resolution 
On-Site Ac tionee 

16 

– Implements any corrective 
action 

– Arranges for/leads 
acceptance 

– Obtains approvals 
– Resubmits to TTRB 

Escala tion 
SEO TTRB/CCB 

17 

– Review/revision for 
system-level effects 

– Forwards to higher level 
CCBs as required for 
review/approval 

TT Status “Implement Solution” 

Off Site Resolution 
Off-Site Acti onee 

18 

– Implements any corrective 
action (May be incorporated 
in future release) 

– Forwards correction to Site 
Rep for acceptance 
process/testing 

– Site Rep obtains approvals 
and resubmits to TTRB 

Approved 
CCRs 

Rejected 
CCRs or 
Other Action 
Notification 

CM Master TT Updated 
and Distributed (Distro) 

CM Master TT Updated 
and Distributed (Distro) 

Closur e 
CMA 

19 

– TT Master to file 

TT Status 
“Closed” 

End 

TT Status 
“Corrected” 
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Problem Resolution (Cont.): 
Process 

• User/operator  discovers problem (Step 1) 
•	 User/operator  or User Services submits a TT 

(Step 2) 
•	 Operations supervisor decides whether or not a 

rapid response is r equired (Step 3) 
•	 If rapid response is required, Oper ations 

Supervisor calls 1-800-ECS DATA (Step 4) 
•	 Otherwise, Remedy logs TT into system  and 

assigns  sta tus  (“N ew”) to initiate adminis tration 
and m onitoring by the Site Configuration 
Management Office (CMO) (Step 5) 
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Problem Resolution (Cont.): 
Process 

•	 Operations Supervisor r eviews TT, assigns 
priority, assigns problem  to Problem 
Investigator (PI), and changes TT status to 
“Assigned” (Step 6) 

•	 CM Administrator notifies affected centers (if 
any) (Step 7) 
– may forw ard TT to other  center(s) 
– may send e-m ail message with information 

•	 TT database administrator updates database 
with inputs (Step 8) 
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Problem Resolution (Cont.): 
Process 

•	 PI coordinates inputs from var ious sources; 
presents significant issues (if any) at TT 
Telecon; updates TT database after finding a 
prpoposed solution to the problem; changes 
TT status to “Solution Proposed” (Step 9) 

•	 TT Review Board (TTRB) considers problem ; 
approves, rejects or revises proposed 
solution; TTRB is supported by the site CM 
Adminis trator (C MA) (Steps 10 & 11) 

•	 TTRB decides whether proposed change 
affects a configuration controlled item and 
therefore needs to be referr ed to the CCB(s) 
(Step 12) 
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Problem Resolution (Cont.): 
Process 

•	 For a configuration issue, site CMO distributes 
CCR for pre-CCB review (Step 13) 

•	 Site CCB m ay approve, reject or revise change 
proposals (CCRs) (Step 14) 
–	 TTRB is notified of any rejected CCR and r econsiders 

the TT accordingly 

•	 Site CCB decides whether system-wide or 
external elements are involved, necessitating 
referral to  higher level  CCB (Step 15) 

•	 If proposed change does not affect a 
configuration controlled item , or if a site
approved CCR is no t referred to h igher level 
CCBs, solution may be implemented at site; TT 
status is changed to “Corrected” (Step 16) 
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Problem Resolution (Cont.): 
Process 

•	 If external elements are involved and/or a CCR is 
escalated, off-site problem resolution process is 
managed by the SEO TTRB (Step 17) 
–	 may revise  a propos ed solution if ther e are system-le vel 

effects 

•	 Off-site resolution may include corrective action 
incorporated i n a fut ure rel ease;  correcti on i s 
forwarded to site representative for testing/ 
acceptance; TT status is changed to “Corrected” 
(Step 18) 

•	 TTRB approves closure/further action 
assignment; TT status is changed to “Closed” 
and CMA files TT Master (Step 19) 
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Problem Resolution (Cont.) 

•	 Trouble ticket and problem  tracking 
scenario 
–	 register ed sc ience end-us er submits a 

Trouble Ticket 
– routine (non-emergency) problem 

•	 Probl em scen ario tracked throu gh 
Trouble Ticket Review Board 
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TT Telecon and FRB (Cont.) 

•	 All Category-1 and -2 problems are 
submitted to the FRB TT Telecon 
– Category 1 for  review  and approval 
– Categor y 2 for  acknow ledgment and a dvice 

•	 FRB uses the TT Telecon to 
coordinate TT activities within M&O 
and with development, customer and 
user organizations 

44 
625-CD-003-002 



TT Telecon and FRB (Cont.): 
TT Telecon/FRB Attendees 

• Customer representatives 
• ECS M&O Manager or designee (chair s Telecon) 
• DAAC r epresentatives 
•	 SEO engineering team leads (one may be 

designated the TT Telecon/FRB chairperson) 
• ECS ILS engineering support representatives 
•	 ECS engineering team leads and oper ations 

representative s (via te lecon) 
• ECS M&O support staff 
• ECS development organization repr esentatives 
• SCF(s) repr esentatives (in person or via telecon) 
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TT Telecon and FRB (Cont.): 
TT Agenda/Discussion 

•	 Review and prioritize each TT opened at each 
center 

•	 Review and re-prioritize older TTs (as 
required) 

•	 Assign TT work -off res pons ibility  to one 
organization 

•	 Review distribution of TTs by organization, 
priority and age 

•	 Discuss TT issues with development 
organizations 
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TT Telecon and FRB (Cont.) 

•	 Agenda items may be supplemented 
or replaced with hardcopy or softcopy 
reports 

•	 Material from the meetin g is 
distributed within each ECS 
organization and to customer and 
user organizations as r equired 
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TT Telecon and FRB (Cont.) 

•	 FRB obtains all necessary assistance to 
ensure thorough analysis of the problem 
–	 may obta in assistanc e from s ystem hardw are 

suppliers 
–	 coor dinates i nvestigations and remedial  actions 

with the appr opr iate project personnel  from the 
National Aer onautics and Space Admi nistration 
(NASA) 

–	 assures proper  documentation of investigations 
and r emedial acti ons 

–	 ensur es tha t confi gur ation changes (if any) are 
made in accordance w ith the configuration 
manag ement procedures 
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TT Telecon and FRB (Cont.) 

•	 Conditions to be verified before a 
malfunction report may be closed out: 
–	 remedial  and preventive actions completed 

on item 
–	 preventive  design c hanges completed a nd 

verified 
–	 effectiv e preventiv e actions  establ ished to 

prevent problems w ith other affected item s 

49 
625-CD-003-002 



TT Telecon and FRB (Cont.) 

•	 Both FRB (first) and NASA must 
officially approve each Category-1 
problem  resolution submitted to 
the FRB to close it out 

• Red Flag reports 
–	 are highlighted at Government 

assuranc e reviews 
–	 must have their  resolution approved 

by both: 
• contracto r project man ager 
• government EOS Project Manager 
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Makin g Emergency Fixes 

• Procedure varies 
– nature of the problem 
– from EC S center to E CS center 

•	 Issues for providing a common 
framework for emergency responses to 
cr isis-level situations: 
– contingency plans 
– points of contact 
– gener al guidelines 

• General process not specific pr ocedure 
–	 model process: Hardw are Emergency Change 

Scenar io (604-CD-003-002) 
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Making  Emergency Fixes (Cont.): 
Hardware Emer gency Chan ge 

•	 Operator detects problem with ATL on 
Saturday evening; submits a TT 

•	 System  administrator confirms problem ; 
notifies site maintenance engineer 

• Maintenance engineer confirm s problem 
•	 Maintenance engineer reports problem  to 

OEM 
•	 OEM maintenance representative arrives, 

verifies symptoms, diagnoses faulty 
controller card; only spare available is of a 
later vers ion 
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Making  Emergency Fixes (Cont.): 
Hardware Emer gency Chan ge 

•	 Maintenance engineer reports situation to 
operations crew chief 

•	 Operations crew chief calls DAAC manager  at 
home to report situation; DAAC manager 
approves board replacement with newer 
version contingent on acceptable testing 
results 

•	 OEM maintenance representative installs 
replacement board 

•	 Sustaining engineer tests new boar d; brings 
ATL back on line 
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Making  Emergency Fixes (Cont.): 
Hardware Emer gency Chan ge 

•	 Sustaining engineer generates CCR to 
document the configur ation change 

•	 Maintenance engineer records board 
replacement on TT, referencing CCR 

• Maintenance engineer closes TT 
•	 Maintenance engineer updates TT system 

property record with data on new board 
•	 Sustaining engineer records installation in 

CCR; routes CCR to CM administrator 
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Making  Emergency Fixes (Cont.): 
Hardware Emer gency Chan ge 

•	 CM administrator decides whether to refer 
CCR to CCB 

• CM administrator updates Baseline Manager 
•	 ECS SEO revi ews CCR to  determin e effects 

on ECS system and other sites 
•	 ESDIS CCB receives co py of CCR for revi ew 

and concurrence 
•	 CM administrator closes CCR when CCB has 

ratifie d the  change 
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Help Desk 

•	 Established at EDF as single point of contact 
to provide quick response for critical ECS 
operational problems 
–	 assist DAAC staffs wi th c ritic al oper ational 

problems in the minimum time possible 
–	 document all cr itical  operati onal problems an d 

make informati on available via the SMC home page 
– train DAAC staffs for gr eater sel f-suf ficiency 
–	 perform weekly tr end analyses on trouble r eports 

and r eport the r esults to EDF managemen t 
–	 write Severi ty 1 non-conforman ce reports w here 

fixes or w ork-arounds are not possible and the 
reported problem has not yet been documented 

• Access: 1-800-ECS-DATA (1-800-327-3282) 
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